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TIP SHEET

5 Responsibilities of the Operations 
Team in Protecting Patient Information
BY MARTI ARVIN, Executive Advisor at CynergisTek, Inc.

As a member of the foundation’s operations team, you likely act as a gatekeeper for the 
database, ensuring adherence to policies on the information stored, how it can be used, and by 
whom. This responsibility is heightened when you are managing protected health information 
(PHI). That’s why understanding the regulations and building a partnership with your compliance 
and information security teams is so important. 

 1 
Understand the HIPAA-allowable data elements that can be   

  provided or requested for fundraising.
If the operations team is ultimately responsible for the content in the database, you’ll want 
to understand what is allowable within state and federal regulations. This will enable you to 
recognize (and speak up) when you see data that should not be stored. 

HIPAA allows covered entities to use or share several data elements for fundraising purposes. 
See a full list here. When receiving or requesting PHI it is always subject to the HIPAA 
minimum necessary rule. Clarification is needed if more data is being requested or provided 
than necessary to accomplish a particular task. Just because the information can be shared 
does not mean it should be shared. If any data beyond what HIPAA permits to be shared 
is provided or requested, there must be a HIPAA authorization from the patient for such 
information to meet HIPAA obligations.

 2 
Know your organization’s interpretations of the HIPAA regulations.
There are different approaches to the sharing of PHI based on the organization’s definition and 
risk tolerance. For example, “other contact information” could be one or more of the following: 
home phone number, cell phone number, email, hospital room number. Interpretation also 
determines if parent or guarantor information is considered “other contact information.”

As a member of the operations team, make sure these interpretations are documented and 
shared. Written policies will help you to feel comfortable speaking up if there is data present 
that is against the law or does not comply with organizational policies.
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 3 
Document the PHI that can be in your organization’s database.
Once you know the regulations, take it one step further and document both the process for 
requesting PHI from the covered entity, and the information that can be stored. You may not 
always be the requestor, but you are likely involved in adding the information to the database.

Be sure the policies include a process for obtaining PHI from the covered entity, what can be 
added to the fundraising database and where, how patient authorization is tracked, and escalation 
steps if someone requests information that is not permitted by HIPAA or organizational policies.

 4 
Track patient opt-out information.
HIPAA permits individuals to opt out of receiving fundraising solicitations and it is likely the 
database manager plays a role in the tracking of this information. You may also be responsible 
for excluding these individuals from lists and ensuring the opt-out language is present in 
communications, including email. Some organizations offer patients the choice of opting-out of all 
communications or just some, based on service line or program.

It is an organizational decision on the best method to track opt-outs. Some fundraising teams do 
not enter this contact’s information into the database or remove the information when the opt-out 
is received. Others flag the information in the database so there is always a record of the opt-out.

 5 
Understand your organization’s data retention and destruction policies.
It is likely the responsibility of the operations team to ask the question, “do we still need to retain 
this information?” For example, if a patient’s room number in the hospital was acquired but the 
individual has been discharged, is the room number still needed?

Be familiar with the data retention policy of your organization and consider being proactive in 
questioning whether information needs to be retained based on your understanding of how 
information is used in and from the database.

Learn more about HIPAA and fundraising to effectively navigate the regulations and compliance.
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