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Brief Description of the Blackbaud NetCommunity (7.2.0.*) 

Blackbaud Net Community is a powerful solution that enables complete visibility into and control of your 
multichannel marketing efforts. With it, nonprofit fundraising sites can leverage data from offline 
campaigns and activities to drive greater success in online initiatives. Blackbaud NetCommunity provides 
your organization with a website program for users of all levels. 
You can create web pages with multiple layers of layout, template, and page design. You can generate 
and send an email to individuals and groups; define user roles and set security for each section; and 
track statistics about website usage. Website users can also make donations or register for events with 
online forms you create. 
In addition, the program can integrate your website and your other Blackbaud products. Website users 
enter data into areas of your website such as profiles and donation forms, and you can download that 
data to another Blackbaud program. 
You can access the URL below for more detailed information: 
https://www.blackbaud.com/online-marketing/netcommunity 
 

System/Server requirements for Blackbaud NetCommunity application 

The following pages list the minimum system requirements Blackbaud suggests for each of the Blackbaud 
NetCommunity 7.2.0.* components. For a more in-depth technical configuration of Blackbaud 
NetCommunity, read the Blackbaud NetCommunity Configuration Overview under Support, How-to 
Documentation on our website. Please contact your Blackbaud account manager if you do not have access 
to this information. 

Note: System requirements are subject to change. Blackbaud recommends the purchase of the latest 
software and equipment when possible and that organizations budget for continual upgrades to their 
system. Before you make any purchase or installation decisions, ensure you have the latest system 
requirements and check for third-party compatibility information in Knowledgebase. If you use multiple 
Blackbaud products, refer to the system requirements for each product; the total requirements may be 
different from what is listed below. 

Minimum Requirements: 
Blackbaud NetCommunity database server 

CPU 

• Pentium D-class 3 GHz minimum or AMD equivalent recommended. 

• Larger networks and databases that require faster processors can 
upgrade to any CPU that runs Windows Server. 

• SQL Server provides enhanced support for Windows servers with 
multiple processors. It is designed to improve the performance of 
multi-user databases under heavy use and increase the workload the 

https://www.blackbaud.com/online-marketing/netcommunity
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database can handle. It can also handle larger databases and/or a large 
number of users (20 and more). 

• A dedicated database server should be considered, especially for high 
user loads and activity. No mission-critical databases or other 
client/server applications, including other Blackbaud applications, 
should run on the same server. 

• If running more than one client/server application on the same server, 
the server needs to exceed the minimum recommendations for optimal 
performance. 

Hard Disk 
A high performance disk subsystem, such as SCSI-2 and RAID technology, is 
recommended. 

Disk Space Required 
2 GB minimum for Blackbaud NetCommunity database. 

Note: Requirements depend on the number of records and pages developed. 

RAM 

2 GB minimum and 4 GB or more recommended. More memory may be required 
for databases larger than 1 GB. The maximum memory for SQL Server is limited 
to the operating system maximum. 

Note: SQL Server can dynamically allocate the optimal amount of memory (or 
cache) to the database to increase performance. Consider purchasing more than 
the recommended RAM to allow for a larger cache. 

Operating System 

 Windows Server 2012, Windows Server 2012 R2, Windows Server 2016 and 
Windows Server 2019. Only the Standard and Enterprise editions of the listed 
operating systems are supported. 

Note: Blackbaud NetCommunity does not support domain controllers, peer-to-
peer networks or any operating system that is not specifically listed above. 

SQL Server 

SQL Server 2012R2, SQL Server 2014 and SQL Server 2016. Only the Standard and 
Enterprise editions of the listed SQL Server versions are supported. 

Note: Search functionality in Blackbaud NetCommunity requires full-text search 
to be installed with SQL Server. 

 

Blackbaud NetCommunity web server & core components 

CPU 
Pentium D-class 3 GHz minimum or AMD equivalent recommended. 

Note: Larger networks and databases require faster processors. 

Security 

Certificates, such as Secure Sockets Layer (SSL) or Transport Layer Security (TLS), 
are the standard security technology for establishing an encrypted link between 
a web server and a browser. In order to create secure connections, Blackbaud 
recommends you obtain a certificate for your web server that identifies your 
website and organization. 
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Note: Blackbaud is not responsible for the installation, configuration, or testing of 
any web-security measures. Blackbaud assumes no responsibility for the security 
of your web server and any adverse consequences from security issues. 
Blackbaud software does not establish or modify security on the web server. 
Refer to www.microsoft.com for best practices and security recommendations. 

Disk Space Required 

1.5 GB minimum for Blackbaud NetCommunity program, system, core 
components and database management console files; plus 50 MB for the 
workstation deployment files, which can be installed in a different location. 
Additional space is required for the database. 

RAM 4 GB or more recommended. 

Operating System 

Windows Server 2012, Windows Server 2012R2, Windows Server 2016 and 
Windows Server 2019. Microsoft .NET Framework v4.5.2 or higher must be 
installed. 64-bit supported on x64 hardware. Only the Standard and Enterprise 
editions of the listed operating systems are supported. 

Note: Blackbaud NetCommunity does not support domain controllers, peer-to-
peer networks or any operating system that is not specifically listed above. 
Microsoft .NET Framework v4.5.2 or higher must be installed prior to any 
Blackbaud NetCommunity installation. 

Internet connection 

Dedicated circuit (such as full T1 to a tier 1 ISP) scaled to aggregate the 
concurrent application users (100-200 kbps per typical web user). Necessary 
speed of the connection depends on your website’s usage by visiting users and 
should be reviewed with your consultant during implementation. Typical request 
size is 10kb. 

HTTPS traffic requires port 443 

 

Raiser’s Edge web service server  

CPU Pentium D-class 3 GHz minimum or AMD equivalent recommended. 

Internet Connection 

Dedicated circuit (such as full T1 to a tier 1 ISP) scaled to aggregate the concurrent 
applications users (100-200 kbps per typical web user). Necessary speed of the connection 
depends on your website’s usage by visiting users and should be reviewed with your 
consultant during implementation. 

HTTPS traffic requires port 443 

Disk Space Required Minimum of 50 MB available space for the RE7 web service installation. 

RAM 2 GB 

Operating System 
Windows Server 2008 SP2, Windows Server 2008 R2 and Windows Server 2012 or higher. 
The Raiser’s Edge 7.96 Patch 15 or higher and RE7 web service. Microsoft .NET Framework 
v4.5.2 or higher must be installed. 64-bit supported on x64 hardware. 
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It is expected that Blackbaud NetCommunity, the plug-in and RE7 web service be on the 
same versions. 

Note: Blackbaud NetCommunity does not support domain controllers, peer-to-peer 
networks or any operating system that is not specifically listed above. Microsoft .NET 
Framework v4.5.2 must be installed prior to any Blackbaud NetCommunity installation. 

Security 

Certificates, such as Secure Sockets Layer (SSL) or Transport Layer Security (TLS), are the 
standard security technology for establishing an encrypted link between a web server and a 
browser. In order to create secure connections, Blackbaud recommends you obtain a 
certificate for your web server that identifies your website and organization. 

Note: Blackbaud is not responsible for the installation, configuration, or testing of any web-
security measures. Blackbaud assumes no responsibility for the security of your web service 
server or any adverse consequences from security issues. Blackbaud software does not 
establish or modify security on the web service server. Refer to www.microsoft.com for best 
practices and security recommendations. 

Blackbaud software requirements 

The Raiser’s Edge 

Blackbaud NetCommunity is compatible The Raiser’s Edge 7.96 Patch 15 or higher. Blackbaud 
NetCommunity is not compatible with the MSDE or SQL Server 2005 Express versions of The 
Raiser’s Edge. 

Note: Please refer to the latest The Raiser’s Edge system requirements for supported client 
systems. 

Blackbaud 
NetAdvocacy 

Blackbaud NetCommunity requires a CapWiz subscription to enable Blackbaud NetAdvocacy 
functionality. Blackbaud NetCommunity 6.58 is compatible with CapWiz XC. For questions about 
how to purchase a subscription or enable this integration, please contact your Blackbaud 
account manager. 

Blackbaud eStore 
Blackbaud NetCommunity 7.2.0* is compatible with Blackbaud eStore 7.1 or higher. For 
questions about how to purchase the Blackbaud eStore, please contact your Blackbaud account 
manager. 

Blackbaud 
NetCommunity for 
Foundations 

Blackbaud NetCommunity 7.2.0.* is compatible with Blackbaud NetCommunity for Foundations 
6.53. For questions about how to purchase the Blackbaud NetCommunity for Foundations, 
please contact your Blackbaud account manager. 

Blackbaud Direct 
Marketing 

Blackbaud NetCommunity 7.2.0.* is compatible with Blackbaud Direct Marketing 4.0. 

Note: Integration between Blackbaud NetCommunity and Blackbaud Direct Marketing is not 
supported when the solutions are deployed as separate instances. 
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The Raiser’s Edge module requirements (optional module details at www.blackbaud.com)  

Recurring Gifts 
Blackbaud NetCommunity requires Electronic Funds Transfer for the Donation Form part and 
Donation 2.0 part. If you want to batch and process recurring credit card and direct debit 
transactions in The Raiser’s Edge. 

Tributes 
Blackbaud NetCommunity requires Honor/Memorial Tracking to accept tribute gifts on the Donation 
Form part. 

Memberships Blackbaud NetCommunity requires Membership Management to use the Membership Form part. 

Alumni 
Blackbaud NetCommunity requires Alumni Tracking to use the Class Notes part. This allows you to 
view, edit, and create class notes in Blackbaud NetCommunity. This module also allows you to 
display primary alumni fields in Blackbaud NetCommunity. 

Events 
Blackbaud NetCommunity requires Event Management to use the Event Registration Form part. It 
also is required to use events in the Fundraiser part. 

Matching gifts 

Blackbaud NetCommunity requires MatchFinder Online to allow donors to see if their employers 
match gifts. It also allows you to look up a donor’s company to retrieve matching gift details when 
you process donations in the Blackbaud NetCommunity plug-in. This module is not required to 
support matching gift pledges in Blackbaud NetCommunity. 

 

Volunteer 
management 

Blackbaud NetCommunity requires Volunteer Management to use the Volunteer Opportunity part. 

 

Other Compatibility information 

Credit card processing 

Credit card processing in Blackbaud NetCommunity works with Blackbaud Merchant Services as well 
as the following gateways: IATS, Beanstream, Authorize.net, Moneris (US & Canada), Sage/Verus, 
CyberSource, IP Payments and Paypal Payflow Pro. 

Note: Direct debit processing is not managed by these vendors. For Paypal Payflow Pro, a Paypal 
PayFlow Pro account is required and Payments Pro is not supported. 

Administrative and 
client browsers 

Blackbaud NetCommunity is compatible with W3C-compliant browsers (www.w3.org). Blackbaud 
NetCommunity supports a Document Type Declaration of XHTML 1.0 Transitional. Depending on 
your web design, the look and feel of your website may vary across different client browsers. 
Consider modifying layouts, templates, page designs, and styles to accommodate these differences. 

You must enable cookies for all Blackbaud NetCommunity form validations. The HTML editor is not 
supported for the Opera browser or Internet Explorer 6.0. 

Note: Full-page functionality testing is conducted on IE 11 and the latest versions of Firefox, Chrome 
and Safari on Mac OS. We recommend using one of these browsers for the best experience. 

Mobile browsers Mobile page functionality testing is conducted on latest native versions of Android and iOS mobile 
browsers for Blackbaud NetCommunity. Depending on your web design, the look and feel of your 
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mobile website may vary across different mobile browsers. Consider modifying layouts, templates, 
page designs, and styles to accommodate these differences. 

Note: The Blackbaud NetCommunity administrative features and client HTML editor are not 
supported in mobile browsers at this time. 

 

Database Backup  
Blackbaud strongly recommends the purchase and scheduled use of a tape or archival backup solution. 
Power blackouts and brownouts, hardware and network failures, and other unexpected circumstances 
can lead to an unrecoverable data loss. Blackbaud is not a vendor of backup software or hardware and 
cannot determine the right backup system for your organization. Consult with reputable dealers and 
qualified information systems professionals to implement a reliable backup system.  

You should make backups daily and test them periodically to ensure their reliability. The SQL Server 
Enterprise Manager includes a backup utility to conduct or schedule backups while the database engine 
is running. These backups should then be archived to your chosen tape or archival backup solution. You 
should also test these backups to ensure their reliability.  

Requirements Disclaimer  
System requirements are based on information available on the last updated date. They are published 
only as a guide and relate solely to Blackbaud software.  

Performance and response time are affected by many factors related to hardware (such as RAM, 
processor speed, and hard disk subsystem performance), network configuration (such as NIC 
performance, cable type, topology, operating system, parameters, and traffic), and the database (such as 
size, number of concurrent users, and the type of activities each user performs). In addition, network and 
workstation operating systems, third-party software products, and our own products are continuously 
updated with new features and options, which often place greater demands on hardware.  

Blackbaud recommends the purchase of top-of-the-line equipment when possible and that organizations 
budget for continual upgrades to their system.  

Blackbaud staff may provide limited informal guidance based on information made available. However, 
neither these system requirements nor our staff’s guidance constitute a guarantee of compatibility, 
outcome, or performance. We encourage organizations to consult their own systems staff or outside 
technical experts to ensure appropriate results. Comprehensive technical consulting services are available 
through Blackbaud. Under a separate consulting arrangement, our consultants evaluate the installation 
of all Blackbaud applications and recommend optimal hardware and system configuration options. For 
more information, email solutions@blackbaud.com 

 

 

mailto:solutions@blackbaud.com
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Browser Requirements 
 Blackbaud NetCommunity application is a Web based application; hence it requires the Web browser to 
run the application. Blackbaud NetCommunity Application can run on the following browsers: 

Sno Browser Name Browser Version Screen Resolution 
Add-ons/ Plugins if any 
required 

1 Internet Explorer 11.0.0 1280x1024 pixels N/A 

2 Firefox 69.0 1280x1024 pixels N/A 

3 Google Chrome 76.0.3809.132 1280x1024 pixels N/A 

 

Other Requirements & Recommendations 
Application dependencies  

i) Raiser’s Edge (7.96) 
The Raiser’s Edge application is required to completely process the transactions that are made 
in the BBNC web portal. So when a user for example: Registers, updates his profile, makes a 
donation, registers for an event, joins a membership program or takes a survey/poll etc. the 
transaction which he makes is dependent upon data created in Raiser’s Edge which is 
reflected on the BBNC portal. This data/transaction then flows to the BBNC plugin on Raiser’s 
edge from where we completely process the transaction registering the required entries in 
the database through batch processing in RE.  

ii) BBPS (1.0.2.0) 
The BBPS gateways are used for processing payments in BBNC.  

iii) ABCpdf (11.2.0.4) 
This is used to generate PDF.  

iv) CuteEdit (6.3.0.0) 
It enables ASP.NET Web developers to replace the Text area/Textbox in your existing content 
management system with a powerful, but easy to use WYSIWYG HTML editing component 

v) Infragistics (8.3.20083.1009) 
Infragistics has the UX expertise, prototyping tools, and UI controls to help you make strategic 
decisions about your technology landscape. You’ll create memorable user experiences by 
default when you work with our team of consultants to integrate UX into your development 
process. 

vi) TZ4Net (Time Zone) (2.1.0.0) 
This is used for Time Zone Conversion. 
 
 

vii) HTMLParser (1.0.3903.24154) 
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This is used to Parse the HTML. 
viii) Yahoo.Yui.Compressor(1.4.2.0) 

The YUI Compressor is used to safely compress CSS files 
ix) Spellserver.NET (2.0.1513.25286) 

A lightning-fast spell checking .NET object, packaged with two complete ASP.NET applications 
(one in C#, one in VB.NET), SpellServer.NET has built-in customizable dictionaries for US 
English, UK English, French and Spanish 

x) skmMenu (3.2.2545.29944) 
It is ASP.NET DHTML Dropdown Menu Control 

xi) jQuery (3.4.1) 
jQuery offers a cleaner way to write code for querying DOM objects. The other useful feature 
is its event emission. It popularized the event-based paradigm in JavaScript development 
where you subscribe callbacks to events/topics and write reactive code in them. 

xii) LumenWorks.Framework(3.7.0.0) 
A reader that provides fast, non-cached, forward-only access to CSV data. 

xiii) Microsoft.LiveFX(0.9.3904.1) 
A set of RESTful APIs for interacting with Live Mesh and Windows Live data. A set of libraries 
for the .NET Framework, Silverlight and Javascript for accessing the REST APIs. 

xiv) NetSpell.SpellChecker(2.1.7.20561) 
Spell checking engine 

xv) Newtonsoft.Json(7.0.1.18622) 
This is a popular high-performance JSON framework for .NET. The JSON serializer is a good 
choice when the JSON you are reading or writing maps closely to a .NET class. 

xvi) AjaxControlToolkit (3.5.40412.2) 
The AJAX Control Toolkit is simply a library of controls that works on top of ASP.NET AJAX, 
which developers can use to build client-side Web projects based on HTML5 and CSS. 

xvii) AntiXssLibrary (3.1.3524.16873) 
The Microsoft Anti Cross Site Scripting Library (AntiXSS) is an encoding library, designed and 
developed by CISG team at Microsoft in conjunction with the ACE Team. It is designed to help 
developers protect their Web-based applications from XSS attacks. 

xviii) ComponentArt.Web.UI (2006.2.1507.3) 
ComponentArt Web.UI for ASP.NET AJAX and MVC includes over 20 user interface controls 
for the development of sophisticated web applications. ComponentArt Web.UI for ASP.NET 
AJAX client-side richness is built on top of ComponentArt's innovative web user interface 
technology. Offering second generation web service binding through ComponentArt SOA.UI, 
ComponentArt Web.UI for ASP.NET AJAX delivers full server-side code reuse with Silverlight 
applications. ComponentArt Web.UI for ASP.NET AJAX includes Calendar, ComboBox, Editor, 
Grid, Menu, NavBar, SpellCheck, Splitter, TabStrip, ToolBar, TreeView and advanced data 
visualization components like ComponentArt Chart and ComponenArt Gauges. 

xix) Google.GData(1.6.0.0) 
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GData (Google Data Protocol) provides a simple protocol for reading and writing data on the 
Internet, designed by Google. GData combines common XML-based syndication formats 
(Atom and RSS) with a feed-publishing system based on the Atom Publishing Protocol, plus 
some extensions for handling queries. It relies on XML or JSON as a data format. 

xx) ICSharpCode.SharpZipLib (0.85.5.452) 
#ziplib (SharpZipLib, formerly NZipLib) is a Zip, GZip, Tar and BZip2 library written entirely in 
C# for the .NET platform. It is implemented as an assembly (installable in the GAC), and thus 
can easily be incorporated into other projects (in any .NET language). The creator of #ziplib 
put it this way: "I've ported the zip library over to C# because I needed gzip/zip compression 
and I didn't want to use libzip.dll or something like this. I want all in pure C#." 

xxi) ImageManipulation (1.0.2531.23252) 
It is specifically designed to provide image manipulation for ASP.NET, while avoiding all of the 
GDI bugs. It provides a highly-scalable and efficient manipulation API that often only requires 
1 line of code to use. It doesn't leak memory or handles, and has 0 known bugs as of this 
writing. 

xxii) Facebook.dll (2.0.0.0) 
Facebook.dll is a type of DLL file associated with Facebook C# SDK developed by Facebook C# 
Sdk for the Windows Operating System. 

Application Deployment and Implementation Architecture 

BBNC CLIENT HOSTED SERVER CONFIGURATION: 
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BBNC SPLIT HOSTED SERVER CONFIGURATION: 
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BBNC FULLY HOSTED SERVER CONFIGURATION 
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Application Architecture Diagram 
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Application Transaction Data Flow  
A wide range of users perform tasks in the program. Many tasks are captured in the user roles of an 
administrator, a website designer, a user from The Raiser's Edge who also uses the program (most 
likely someone in the Development office), and a constituent. 
The following picture displays the tasks you can perform, depending on your user role. 

 
 
Some individuals (most likely in development) at your organization may have responsibilities that are 
common to both the program and The Raiser's Edge. For example, your events data entry person may 
also be responsible for updating the events page on your website. 
If the roles for your job are similar to this, review the following diagram for an example of integration 
between the program and The Raiser’s Edge. If you have rights to create and edit parts or pages of your 
website, this diagram helps you get started in the program and understand how the integration process 
works. 
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Data Entry User 

If you are responsible for The Raiser’s Edge data entry, you should periodically download information 
entered through your website. The following diagram explains where data downloads to The Raiser’s 
Edge. The diagram does not include all transaction types, it’s just an example: 
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A sample Donation Transaction data flow is as follows: 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

PA - DSS Overview & Conformance Instructions 

The Payment Application Data Security Standard (PA-DSS) is based largely on VISA's Payment Application 
Best Practices (PABP) program, which was introduced in 2005 to help software vendors create secure 
payment applications. 

The PA-DSS, which is endorsed by the five major payment card brands (American Express, Discover 
Financial Services, JCB, MasterCard Worldwide and Visa Inc.), will ensure payment applications don't store 
sensitive card data and aren't rife with flaws that can lead to cross-site scripting and SQL injection attacks. 

Requirement 1 - (Do not retain full track data, card verification code or value (CAV2, CID, CVC2, 
CVV2), or PIN block data)  
PA-DSS 1.1.4 -(Aligns with PCI DSS Requirement 3.2) 

Securely delete any track data (from the magnetic stripe or equivalent data contained on a chip), card verification 
values or codes, and PINs or PIN block data stored by previous versions of the payment application  

 

User accesses 
the donation 

page 

User performs a 
transaction and pays 

via credit card 

Payment information is sent 
across to BBPS for validation. 
There is a reference number 

for the card information 
generated here in BBPS 

Upon successful validation the user is 
taken to the confirmation screen. 

Transaction data goes to BBNC 
plugin in Raiser’s Edge 

From the plugin the transaction is 
processed and batch is committed 

RE Fetches the 
reference number for 
the card information 

from BBPS. 

TRANSACTION IS COMPLETE 
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Software Vendor Conformance: - 

 Blackbaud NetCommunity application never stores any SAD values in any current or prior versions of application 
and also there is no previous PA-DSS certified version of Blackbaud NetCommunity application exists. Hence this 
requirement is not applicable. 

Guidance for Customers/Integrators: - 

Blackbaud NetCommunity application never stores any SAD values in any current or prior versions of 
application and also there is no previous PA-DSS certified version of Blackbaud NetCommunity application 
exists. Hence this requirement is not applicable. 

SENSITIVE AUTHENTICATION DATA AND CARDHOLDER DATA 
PA-DSS 1.1.5 (Do not store sensitive authentication data on vendor systems. If any sensitive 

authentication data (pre-authorization data) must be used for debugging or troubleshooting purposes, 

ensure the following) (Aligns with PCI DSS Requirement 3.2) 

Blackbaud NetCommunity does not need sensitive authentication data information for any 
troubleshooting purpose. Blackbaud NetCommunity does not store sensitive authentication data in its 
database. This requirement is not applicable since application doesn’t collect sensitive data for 
troubleshooting.  

Customers are advised not to send any of the SAD to Blackbaud, Inc. for troubleshooting purposes of any 
transactions or disputes. 

Requirement 2 – Protect Stored Cardholder Data  
PA-DSS 2.1 (Aligns with PCI DSS Requirement 3.1) 

When you enter new credit card information into Blackbaud NetCommunity 6 or later, the program 
automatically sends the data to the Blackbaud Payment Service for storage and retains the reference 
number generated by the web service. For reference, only the last four digits of the credit card numbers 
appear in the program. The last four digits will be saved to NetCommunity Database in below tables and 
columns –  

Table Name Column Name 

EventTransactions XMLObjectData 

MembershipTransactions XMLObjectData 

DonationTransactions XMLObjectData 

Transactions Data 
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When website users enter new credit card information through your website, such as through a donation 
form, the program automatically sends the data to the Blackbaud Payment Service for storage and retains 
the reference number generated by the web service. The user can only access the credit card information 
entered during the same session on your website. 

Your organization can use attributes, notes, and free-text fields to store important information. However, 
do not use these features to store information such as cardholder data in the program. The abuse or 
misuse of the program to store this information can leave you vulnerable to an attack by malicious users. 
If your organization used attributes, notes, or free-text fields to store cardholder data, you must securely 
delete this data from your database post defined retention period.  

To ensure the complete and secure removal of cardholder data, you must securely erase temporary files 
that may contain cardholder data. 

If you use Microsoft Windows OS, turn off System Restore on the System Properties screen. To track 
changes in Windows, System Restore creates and uses restore points, which may retain cardholder data. 
When you turn off System Restore, the operating system automatically removes existing restore points 
and stops the creation of new restore points. 

Inadvertent capture or retention of cardholder data: 

1. Blackbaud NetCommunity application stores only truncated card number (Last 4 digits in clear) 
2. Truncated card numbers are stored only in Database  
3. Only server admin has access to application server and DB admin has access to DB 
Hence inadvertent capture or retention of cardholder data is not feasible. 
 
PA-DSS 2.2 (Aligns with PCI DSS Requirement 3.3) 

Mask PAN when displayed (the first six (6) and last four (4) digits are the maximum number of digits to be 
displayed), such that only personnel with a legitimate business need can see the full PAN 

Details of all instances where PAN is displayed: 

Out of 16-digit credit card number/PAN we truncate first 12 digit and keep last four digits only. The use of 
the truncated PAN is managed by <merge fields> on all instances where it might need to be displayed.  

The PAN if chosen to be displayed by <merge field> on an appropriate screen, is Truncated by default all 
throughout the application.  
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Areas where the Credit card number/PAN can be displayed (Truncated): 

Confirmation Screen: 

This screen is visible to the user after successful transaction on the webpage itself.  

Acknowledgement email: 

This email message is sent across to the intended recipient after a successful transaction on the webpage 
on the email address provided while completing the transaction. The message content here is again 
designed the same way as above. The PAN/credit card is always Truncated.  

Areas where a credit card transaction can be processed: 

 Donation 
 Event registration classic 
 Event registration New 
 Membership form registration 
 Using payment part 1 
 Using payment part 2 
 Donation through eCards 
 Donation/event registration via fundraiser 
 Donation 2.0  

All the above parts have the confirmation screen and acknowledgement email which can be designed as 
described above. 

e-Receipt:  

User can download e-receipt from confirmation page and can also be shared in via acknowledgment email 
where truncated PAN with last four digit are displayed. 

 

 

Blackbaud NetCommunity does not facilitate the transmission of primary account numbers (PANs) through 
messaging technology such as email or instant messages. 

Guidance: The display of full PAN on items such as computer screens, payment card receipts, faxes, or 
paper reports can result in this data being obtained by unauthorized individuals and used fraudulently. 

The Truncation approach should always ensure that only the minimum number of digits are displayed as 
necessary to perform a specific business function. For example, if only the last four digits are needed to 
perform a business function, Truncate the PAN so that individuals performing that function can view only 
the last four digits. 
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PA-DSS 2.3 (Aligns with PCI DSS Requirement 3.4) 

Render PAN unreadable anywhere it is stored. 

Blackbaud NetCommunity uses Truncation to ensure that the PAN is unreadable wherever it is stored. 
Debugging logs are never enabled in the application, such feature is not provided in application. But still 
if any kind of logs include the PAN, they must be protected in accordance with PCI DSS and should be 
disabled as soon as any troubleshooting is completed. These should be securely deleted when they are 
no longer needed. 

PA-DSS 2.4 (Aligns with PCI DSS Requirement 3.4) 

Blackbaud NetCommunity does not store complete credit card numbers in its database. To securely store 
credit card and merchant account information, Blackbaud NetCommunity uses the Blackbaud Payment 
Service. 

PA-DSS 2.5 (Aligns with PCI DSS Requirement 3.6) 

Blackbaud NetCommunity does not store or use any keys for encryption. Application stores only truncated 
PAN in database. 

PA-DSS 2.6 (Aligns with PCI DSS Requirement 3.6) 

Blackbaud NetCommunity does not use keys for encryption. Application stores only truncated PAN in 
database. 

USER ACCOUNT SECURITY 
Requirement – 3 (Provide secure authentication features) 
PA-DSS 3.1 (Aligns with PCI DSS Requirement 8.1 and 8.2) 

The payment application must support and enforce the use of unique user IDs and secure authentication 
for all administrative access and for all access to cardholder data. Secure authentication must be enforced 
to all accounts generated or managed by the application by the completion of installation and for 
subsequent changes after installation. 

Guidance: 
By ensuring each user is uniquely identified—instead of using one ID for several employees—an 
application supports the PCI DSS requirements to maintain individual responsibility for actions and an 
effective audit trail per employee. This will help speed issue resolution and containment when misuse or 
malicious intent occurs.  

Secure authentication, when used in addition to unique IDs, helps protect users’ IDs from being 
compromised, since anyone attempting to compromise an account would need to know both the unique 
ID and the password (or other authentication used). 
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PA-DSS Requirement 3.1.1(aligns with PCI DSS requirement 2.1) 
Blackbaud Netcommunity does not use any default administrative account which is used to log in to other 
Software which is necessary.  

PA-DSS Requirement 3.1.2 (aligns with PCI DSS requirement 2.1) 

To comply with PCI DSS, you must change the supervisor login credentials from the default to a unique 
login name and complex password. We recommend you also change the login credentials of all default 
user accounts from their default settings and disable any user accounts your organization does not use. 

There is no such thing as a default supervisor login credential in clean Database which is provided to 
clients in case of a split hosted system. It is up to the client to set up the supervisor account with 
administrative rights with a complex password left up to the client’s discretion.  

 In Administration, you can edit the login credentials and manage user accounts as necessary. 

Guidance: If the application doesn’t enforce changing of default passwords, the application could be left 
exposed to unauthorized access by anyone knowledgeable of the default settings 

PA-DSS Requirement 3.1.3 (aligns with PCI DSS requirement 8.1.1) 
Blackbaud Netcommunity assigns unique user ids to every individual who registers with it.  
 

Guidance: When each user is assigned a unique user ID, their access to and activities within the payment 
application can be traced back to the individual who performed them. 

PA-DSS Requirement 3.1.4 (aligns with PCI DSS requirement 8.2) 
Blackbaud NetCommunity uses passwords for all unique users.  

Guidance: These authentication methods, when used in addition to unique IDs, help protect users’ IDs 
from being compromised, since the one attempting the compromise needs to know both the unique ID 
and the password (or other authentication used). 

By ensuring each user is uniquely identified—instead of using one ID for several employees—an 
application supports the PCI DSS requirements to maintain individual responsibility for actions and an 
effective audit trail per employee. This will help speed issue resolution and containment when misuse or 
malicious intent occurs.  

When each user is assigned a unique user ID, their access to and activities within the payment application 
can be traced back to the individual who performed them. 

PA-DSS Requirement 3.1.5 (aligns with PCI DSS requirement 8.5) 
Blackbaud NetCommunity does not use any group login such that a group of users share the same 
password.  

Guidance: If multiple users share the same authentication credentials (for example, user account and 
password), it becomes impossible to assign accountability for, or to have effective logging of, an 
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individual’s actions, since a given action could have been performed by anyone that has knowledge of the 
authentication credentials. 

 

The Blackbaud NetCommunity employs a password to authenticate all users. 

• Authentication Mechanism: Used id and Password 
• Method for protecting password (Hashing/Encryption): Hashing and Salting 
• Algorithm used: BCrypt 
• Location where credentials and salt are stored: Database tables (Hashed value is stored in 

separate table in encrypted form in database. 
• Location database connection string is stored: Web.config 

The authentication method, when used in addition to unique IDs, help protect users’ IDs from being 
compromised, since the one attempting the compromise needs to know both the unique ID and the 
password (or other authentication if used). 

 

USER 1: 

Warning: Do not change the default installation settings for the requirement of unique user login credentials and 
secure authentication. Adjustment from the default settings and requirements will result in noncompliance with 
PCI DSS. 
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USER 2 
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ERROR ENCOUNTERED: 
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PA-DSS Requirement 3.1.6: 

In Administration, you can select to require users to use complex passwords from the System Options 
page. Complex passwords require at least eight characters, including one upper-case and one lower-case 
letter and either a special character or number. If you do not select Require complex passwords, you 
must configure the minimum number of characters required and select whether passwords are case-
sensitive. 
Guidance: Malicious individuals will often try to find accounts with weak or non-existent passwords in 
order to gain access to an application or system. If passwords are short or simple to guess, it is relatively 
easy for a malicious individual to find these weak accounts, and compromise an application or system 
under the guise of a valid user ID. This requirement specifies passwords be a minimum of seven characters 
in length and that both numeric and alphabetic characters should be used. For cases where this minimum 
cannot be met due to technical limitations, entities can use “equivalent strength” to evaluate their 
alternative. NIST SP 800-63-1 defines “entropy” as “a measure of the difficulty of guessing or determining 
a password or key.” This document and others that discuss “password entropy” can be referenced for 
more information on entropy value and equivalent password strength for passwords of different 
minimum formats. 

 

PA-DSS Requirement 3.1.7 (aligns with PCI DSS requirement 8.2.4) 
Blackbaud NetCommunity requires changes to user passwords at least once every 90 days. 

Passwords/passphrases that are valid for a long time without being changed provide malicious individuals 
with more time to work on breaking the password/passphrase. 
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PA-DSS Requirement 3.1.8 (aligns with PCI DSS requirement 8.2.5) 
Blackbaud NetCommunity keeps password history and requires that a new password is different than any 
of the last four passwords used. 

 

If password history isn’t maintained, the effectiveness of changing passwords is reduced, as previous 
passwords can be reused over and over. Requiring that passwords cannot be reused for a period of time 
reduces the likelihood that passwords that have been guessed or brute-force will be used in the future  

PA-DSS Requirement 3.1.9 (aligns with PCI DSS requirement 8.1.6) 

To secure your database, Blackbaud NetCommunity can automatically lock out a user account after a 
specified number of failed login attempts. To prevent further attempts, a locked user account remains 
locked for a specified time period. On the System Options page, you can configure business rules to 
specify the number of failed attempts to allow before the program locks the user account and the 
duration of the lockout. 
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Without account-lockout mechanisms in place, an attacker can continually attempt to guess a password 
through manual or automated tools (for example, password cracking), until they achieve success and gain 
access to a user’s account  

Invalid attempt configuration screen: 

 

 

In the Admin screen, see that the respective account is locked: 

 

PA-DSS Requirement 3.1.10 (aligns with PCI DSS requirement 8.1.7) 
Blackbaud NetCommunity has the facility to configure the lockout duration on the Admin screen as below. 
The Site Admin needs to ensure that this is set to a minimum of 30 minutes.  

Guidance: If an account is locked out due to someone continually trying to guess a password, controls to 
delay reactivation of these locked accounts stops the malicious individual from continually guessing the 
password (they will have to stop for a minimum of 30 minutes until the account is reactivated). 
Additionally, if reactivation must be requested, the administrator can validate that it is the actual account 
owner requesting reactivation.  
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PA-DSS Requirement 3.1.11(aligns with PCI DSS requirement 8.1.8) 
If a Blackbaud NetCommunity session has been idle for more than 20 minutes, the application requires 
the user to re-authenticate to re-activate the session. 

Guidance: when users walk away from an open session with access to the payment application, that 
connection may be used by others in the user’s absence, resulting in unauthorized account access and/or 
account misuse. 

PA-DSS 3.2 (Aligns with PCI DSS Requirement 8.1 and 8.2) 

Access to PCs, servers, and databases with Blackbaud Netcommunity require a unique user ID and secure 
authentication 

 

Guidance: If the application is installed on or accessed by systems that do not enforce strong identification 
and authentication controls, the strong authentication provided by the application could be bypassed, 
resulting in insecure access 

LOGGING APPLICATION ACTIVITY 
Requirement – 4 (Log payment application activity) 
PA-DSS 4.1 (Aligns with PCI DSS Requirement 10.1) 

In Blackbaud NetCommunity whenever we have a new user /applicant to the system we have audit trails 
/logs which are maintained in the database which are unique for all individual users.  

Guidance: It is critical that the application has a process or mechanism that links users to the application 
resources accessed, generates audit logs, and provides the ability to trace back suspicious activity to a 
specific user. Post-incident forensic teams heavily depend on these logs to initiate the investigation  
In Blackbaud NetCommunity, all the errors are logged in the error table in BBNC database and for user 
audit trials they are saved in Audit Table.  

Enable database logging SQL Server 

1.In Microsoft SQL Server Management Studio, connect to the instance of the database engine. 

2.Under Object Explorer, right-click on the server name and select Properties. The Server Properties page 
appears. 

3.On the Security page, select Both failed and successful logins under Login auditing and click OK. 

4.Stop and restart the SQL Server service for the database. 

5.To view the log of failed and successful logins, access the Security log in the Event Viewer. 
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For information about how to enable SQL Server to write to the Security log, see 
http://msdn.microsoft.com/en-us/library/cc645889.aspx. 

Without adequate protection of audit logs, their completeness, accuracy, and integrity cannot be 
guaranteed, and the audit logs can be rendered useless as an investigation tool after a compromise. 
Including payment application logs in a centralized logging system allows the customer to integrate and 
correlate their logs, and secure the logs consistently in their environment. 

These logs should always be enabled, disabling these logs will result in non-compliance with PCI DSS. 

PA-DSS 4.4 (Aligns with PCI DSS Requirement 10.5.3) 

In Blackbaud NetCommunity, all the errors are logged in the error table in BBNC database and for user 
audit trials they are saved in Audit Table. This can be achieved by using any of the tools like Rsyslog, syslog 
and log4net etc. 

Steps to configure syslog: - 

1. Download the tool and extract the 2MB Syslog file that you downloaded. Below are Syslog Agent 
Installation Files –  
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2. Installing the SyslogAgent Service 

 
 

3. Selecting the Event Logs to Send to the Syslog Host 
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4. Customizing Facility and Severity 

 
 

5. Once configured, Click Start Service. SyslogAgent Running in Services 
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Requirement – 5 (Develop Secure Payment Applications) 
PA-DSS 5.4.4: Implement and communicate application versioning methodology 

 
VERSIONING SCHEME  

Blackbaud software products follow a numeric versioning scheme to identify the latest software release 
and the type of update:  

 Application Release,  
 Major release,  
 Minor change  
 Bug fix 

 
1. Application Release – Application Architecture change. 

2. Major change - Major change in the application and for high security impact changes. 

3. Minor change - Minor change in the application and have minor impact on security. 

4. Bug fix - Bug fix indicates a wild card element and doesn’t have impact on security. 
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WIRELESS TRANSMISSIONS 
Requirement – 6 (Protect Wireless Transmissions) 
PA-DSS 6.1 (Aligns with PCI DSS Requirements 1.2.3 & 2.1.1) 

Blackbaud NetCommunity application is not developed for use with wireless technology and hence this 
requirement is not applicable. 

Guidance for Customers/Integrators: - 

Blackbaud NetCommunity application is not developed and doesn’t support for use with wireless 
technology. If wireless technology is used only to access the Blackbaud NetCommunity application, ensure 
that the below controls are in place. 

PA-DSS 6.2 (Aligns with PCI DSS Requirement 4.1.1) 

For payment applications using wireless technology, payment application must facilitate use of industry 
best practices (for example, IEEE 802.11i) to implement strong encryption for authentication and 
transmission.  

Blackbaud NetCommunity application is not developed for use with wireless technology. However, PCI 
DSS-compliant wireless settings should be configured if the wireless communication is used in the internal 
network. 

Malicious users use free and widely available tools to eavesdrop on wireless communications. Use of 
strong cryptography can help limit disclosure of sensitive information across wireless networks. 
Strong cryptography for authentication and transmission of cardholder data is required to prevent 
malicious users from gaining access to data on a wireless network or utilizing wireless networks to access 
other systems or data. 
 
PA-DSS 6.3 (Aligns with PCI DSS Requirement 1.2.3, 2.1.1, & 4.1.1) 

Blackbaud NetCommunity application is not developed for use with wireless technology. However, PCI 
DSS-compliant wireless settings should be configured if the wireless communication is used in the internal 
network. 

Guidance: Payment application vendors will need to provide instructions to customers for configuring the 
application to support the use of wireless technologies, even if the application is not designed explicitly 
for use in a wireless environment. Wireless networks are commonplace, and customers should be made 
aware of common wireless security settings that should be implemented to ensure the security of the 
payment application. 

All the default settings of wireless environment such as default encryption keys, password and SNMP 
community strings should be changed on completion of installation. If anyone in company who knows 
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these keys/passwords, leaves company or changes positions then also these encryption keys, passwords 
and SNMP community strings should be changed. 

 A firewall should be installed between the wireless network and the system (which stores the cardholder 
data). The firewall should be configured in such a way that it can control or deny the traffic between 
wireless network and cardholder data environment. 

For any kind of authentication and transmission, industry best practices (for e.g. IEE 802.11.i) should be 
used for strong encryption. 

Requirement – 7 (Test payment applications to address vulnerabilities and maintain payment 
application updates) 
 
PA-DSS 7.2.3 Provide instructions for customers about secure installation of patches and updates. 

PATCH UPDATES 

Notifications on New Patches and updates are done via the following URL: 
https://community.blackbaud.com/blogs/66/2217 

This is the NetCommunity Announcements page: 

 

  

Patches and updates are delivered through the website:  

https://community.blackbaud.com/blogs/66/2217
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www.blackbaud.com  support  download 

You will require to login here with a Valid Blackbaud credentials: 

 

 

Upon successful login you can then download it from the Downloads section for the NetCommunity. 
Integrity check has been ensured by verifying the digital signatures. 

 

http://www.blackbaud.com/
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Versioning updates, Secure Patch information, Rollback and Uninstall 

Before you install any updates, we strongly recommend you back up your database. For information about 
the update process, see the Update and New Features Guide. 

If you encounter problems during the installation process, you can cancel the installation before it finishes. 
After you cancel, the install utility returns your machine to its state before the installation. If you complete 
the installation process but feel the program may have installed improperly, you can sue the Add or 
Remove Programs utility, available from the Control Panel in Windows-based operating systems, to safely 
uninstall the application. 

All installation and update guides are available from the user guides area of our website at 
https://www.blackbaud.com/support/guides/guides.aspx 

 
SERVICES AND PROTOCOLS 
Requirement – 8 (Facilitate secure network implementation) 
PA-DSS 8.2 (Aligns with PCI DSS Requirement 2.2.2) 

We use SMTP(25) - Used for communicating with email services, HTTP(80) - Used for internal 
communication with other backend services, HTTPS(443) - Used for interfacing with end customer and 
SQL Traffic – Used for communicating with DB Server using TCP protocol over port 1433(configurable). 
This is Customizable in site and settings. Our dependent software is Raiser’s Edge which is a desktop 
application and should be installed before installation of NetCommunity. Communication with Raiser’s 
Edge is done using Webservice over https. Use of SSL is configurable in Site and settings and we use TLS 
v1.2.  

Guidance: There are many protocols that a business may need (or have enabled by default) that are 
commonly used by malicious individuals to compromise a system or network. Blackbaud Net Community 
should not require the use of an insecure protocol, service, daemon, etc. If the application does support 
the use of insecure services, daemons, protocols or components, they must be secured by default. 

Note: SSL and early TLS are not considered strong cryptography. Payment applications must not use, or 
support the use of, SSL or early TLS. Applications that uses or supports TLS must not allow fallback to SSL  

Requirement 9: Cardholder data must never be stored on a server connected to the internet 
PA-DSS 9.1 (Aligns with PCI DSS Requirement 1.3.7) 

The payment application must be developed such that any web server and any cardholder data storage 
component (for example, a database server) are not required to be on the same server, nor is the data 
storage component required to be on the same network zone (such as a DMZ) with the web server 

https://www.blackbaud.com/support/guides/guides.aspx
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Guidance: - Any web-server component of a payment application is at substantially higher risk of 
compromise given the open nature of public networks (Internet, public wireless, etc.) and the nature and 
volume of attacks that can originate from those networks. 

Cardholder data storage components require a higher level of protection than public-facing application 
components. If cardholder data is located within the DMZ, it is easier for an external attacker to access 
this information, since there are fewer layers to penetrate. 

For the same reason, web servers should never be stored on the same server as the data storage 
component. If a malicious individual were able to compromise an account on the web server, they could 
also have compromised the cardholder database with no additional effort required. 

Secure Remote Access to application 

Requirement – 10 (Facilitate secure remote access to payment application) 
PA-DSS 10.1 (Aligns with PCI DSS Requirement 8.3) 

Application does not support the remote access to payment application. 

Guidance: Multi-factor authentication requires at least two methods of authentication for access 
originating from outside the network. 

Application vendors will need to provide instructions to customers for configuring the application to 
support the specified multi-factor authentication mechanisms in order to ensure those mechanisms can 
be implemented properly and meet applicable PCI DSS requirements. 

The requirement for multi-factor authentication applies to all personnel with remote access that 
originates from outside the customer environment. 

PA-DSS 10.2 (Aligns with PCI DSS Requirement 1 and 12.3.9) 

Any remote access into the payment application must be performed in secure manner 

10.2.1: Securely deliver remote payment application updates. 
If Application updates are delivered via remote access into customers’ systems, software vendors must 
tell customers to turn on remote-access technologies only when needed for downloads from vendor, and 
to turn off immediately after download completes. 

Alternatively, if delivered via virtual private network (VPN) or other high-speed connection, software 
vendors must advise customers to properly configure a firewall or a personal firewall product to secure 
“always-on” connections. 

Aligns with PCI DSS Requirements 1 and 12.3.9 

Guidance: Any remote-access mechanism employed by the payment application vendor and/or 
integrators/resellers—for example, to support services being delivered by those providers—should 
support all applicable PCI DSS requirements. 
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10.2.3: Securely implement remote-access software 
Guidance: Payment application vendors will need to provide instructions to customers and 
integrators/resellers for configuring the application to support secure remote access in order to ensure 
those mechanisms can be implemented properly and meet PCI DSS requirements. 

The default settings in the remote-access software such as default passwords should be changes. Unique 
passwords should be used for each customer. The connections from specific (known) IP/MAC address only 
should be allowed. For logins, strong authentication and complex passwords should be used (for 
reference, see PA-DSS requirements 3.1.1 through 3.1.11).  

The data transmission should be encrypted as per PA-DSS requirement 12.1. The account lockout should 
be enabled after failed login attempts (for reference see PA-DSS requirement 3.1.9 through 3.1.10. 

The virtual Private Network (“VPN”) connection should be established via a firewall before the access is 
allowed. The logging functionality should be enabled. The authorized integrator/reseller personnel should 
be restricted access to customer environments. 

This requirement applies to all types of remote access used to access the customer environment. 

NETWORK SECURITY 
Requirement – 11 (Encrypt sensitive traffic over public networks) 
PA-DSS 11.1 (Aligns with PCI DSS Requirement 4.1) 

Guidance: Because it is easy and common for a malicious individual to intercept and/or divert data while 
in transit, sensitive information must be encrypted during transmission over public networks. 

Secure transmission of cardholder data requires using trusted keys/certificates, a secure protocol for 
transport, and proper encryption strength to encrypt cardholder data. 

Note that some protocol implementations (such as SSL, SSH version 1.0, and early TLS) have documented 
vulnerabilities, such as buffer overflows, that an attacker can use to gain control of the affected system. 
Regardless of which security protocols are used by the payment application, ensure they are configured 
by default to use only secure configurations and versions to prevent an insecure connection being used. 

PA-DSS 11.2 (Aligns with PCI DSS Requirement 4.2) 

Guidance: Customers are instructed not to use any end-user messaging technologies for sending the PAN 
numbers in the internal or external network. Payment application administrator at the customer 
environment is responsible for providing access on the role based for the users of payment application 
and enables the view of PAN number on need to know basis 
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NON-CONSOLE ADMINISTRATIVE ACCESS 
Requirement – 12 (Encrypt all non-console administrative access) 
To comply with PCI DSS, your organization must encrypt all non-console administrative access. For web-
based management and other non-console administrative access, use technologies such as Secure Shell 
(SSH), VPN, or TLS 1.2 or above. 

PA-DSS 12.1 (Aligns with PCI DSS Requirement 2.3) 

Guidance: If Non-console administration is not done with secure authentication and encrypted 
communications, sensitive administrative or operational level information (like administrator’s 
passwords) can be revealed to an eavesdropper. A malicious individual could use this information to 
access the application and/or network, modify permissions, and steal data.  

PA-DSS 12.1.1  
Payment application vendors will need to provide instructions to customers and integrators/resellers for 
configuring the application to use strong cryptography for encryption of all non-console administrative 
access. Doing so helps to ensure the security controls are implemented properly and meet PCI DSS and 
PA-DSS guidelines.  

PA-DSS 12.2: Use multi-factor authentication for all personnel with non-console administrative access. 

Note: Multi-factor authentication requires at least two of the three authentication methods be used for authentication (see PA-
DSS Requirement 3.1.4 for descriptions of authentication methods).  
Administrative access requires a higher level of assurance that the individual attempting to gain access is 
who they claim to be.  

As multi-factor authentication may be implemented at the application, system, or network level, it is not 
required that all applications include a multi-factor authentication solution. Application vendors can 
either provide multi-factor authentication with their application, or include instructions for users and 
integrators/resellers to install multi-factor authentication for administrative access to the application.  
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